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ITPC MANAGEMENT'S ASSERTION

ITPC Certification Authority (ITPC) operates the

National PKI of Irag Root Certification Authority (CA)
services as enumerated in Amendment A in scope for
Network Security Requirements and provides SSL and

: l;non-SSL CA services.
|

The management of ITPC is responsible for
éstablishing and maintaining effective controls over its
SSL and non-SSL CA operations, including its network
a;'md certificate security system controls. These
controls contain monitoring mechanisms, and actions
are taken to correct deficiencies identified.

The_re are inherent limitations in any controls, including

ﬁhe possibility of human error, and the circumvention

or overriding of controls. Accordingly, controls placed
into operation can only provide reasonable assurance
with respect to ITPC Certification Authority

Qperations. Furthermore, because of changes in

conditions, the effectiveness of controls may vary over

time.
|

ITPC management has assessed its controls over its

CA services. Based on that assessment, in providing its

S;SL and non-SSL Certification Authority (CA) services

at Baghdad, Iraq, as of 2024-07-03, ITPC has:

o Maintained effective controls to provide
reasonable assurance that it meets the Network
and Certificate System Security Requirements as
set forth by the CA/Browser Forum in accordance
with the -WebTrust Principles and Criteria_for

Certification Authorities - Network Security - 2=
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Email: - dgoffice@itpc.gov.iq

Web$ite: - www.itpe.gov,iq
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Amendment A - | Jyaxll

Irag Document Signing Root CA

CN=ITPC Document Signing Root CA G1,0=Informatics & Telecommunications Public

Subject Company,C=1Q
Sorial 151002028E9A8167BBCFDIBACFFDDICS
?:ﬂ;‘:f:ﬁn , | 95750573DC84CODSFAAGCBEFBCCFSEF CO4EEA3BCO1036D677EF70652CD7EABG?

‘Iraq Code Signing Root'CA

CN=ITPC CS Root CA Gt, O lnformatlcs & Telecommunlcatlons Pubhc Company C=IQ

Subject
Serial 4446DA0F940BDA03758D70BEA7AGE2D7
?::Q:f:ﬁm F8B4201F4EF588BC5486821D0D7D31EDEBAEBD2FICE 1FAACFCIFCIB0C161570E

- Iraq. TLS Root CA

CN=ITPC TLS Root CA G1,0=Informatics & Telecommunications Public Company,C=1Q

Subject

Serial 6D1AB53A5089AF8730345C4C911EAGT2

?i';ng:ﬁm DA2DBDC502F4F847F66505D1005F4F120FBESD136A7998AA492189E5741E5FB0

Iraq SIMIME Root CA =~ : : g e
CN=ITPC SMIME Root CA G1 O Informatlcs & Telecommunlcatlons Publuc

Subject
Company,C=IQ

Serial 58C 1BA9GBB20CBIAES7D0077CE782B54

g;’g‘:f:ﬁm DA70509AC9E42DA40E4B4BI4DE50D3926402F 24A30EC332C3A05BA932E86DD46

Arag Tlmestamp Root CA

Subject

CN=ITPC TSA Root CA G1,0=Informatics & Telecommunications Public Company C=IQ

Serial

6C2CB0BA8BB3FB2EBEF4B71ABBCES303B

SHA256
Fingerprint

442C8E1CCFEB739FB6C5471C3B9491FD24661C958A1BF19B9480C1B3859ED129
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